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Overview of the Protocol
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Players in the protocol

� U: Incorruptable human user.

� T : Terminal used during signature issuing.

� M: Mobile device, with low computational power.

� S : A server.

The adversary A may corrupt at most one of {T ,M,S}

Ingredients

� Standard RSA signatures: sig(m) = md mod N

� Additive secret sharing:

d = d1 + d2

sig(m) = md mod N = md1md2 mod N
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Protocol πM-SIG signature generation
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Prototype implementation

Current Status

� The protocol part for issuing signatures.

� Is working in the Danish OCES PKI.

� Trick: Outsourcing improves the protocol in practice.
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